ELECTRONIC LOCKSET SAFEHINGE
SYSTEM INTEGRATION PRIMERA
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SAFEHINGE
PRIMERA
PRODUCT OVERVIEW

The Safehinge Primera Electronic Lockset is an electronic locking solution for mental health environments with a
integrated mechanical override.

Atypical hardwired access control solution would include a wall reader and electronic lock wired into a door
controller - the Safehinge Primera Electronic Lockset combines both the reader and the lock which wirelessly
communicate to a Hub. The Hub is hardwired into the Door controller using the Wiegand protocol.

Safehinge Primera does NOT provide door controllers or an access control system, and is not responsible for
the integration with access control systems. This document provides a suggestion of how the product could be
integrated with various access control systems but it is up to the installer to validate before installation.

System Diagram

Third Party

Access Control b

Infrastructure E _I

Door
Controller

Wiegand >
< Rejay

Max Distance= 100m )
Hub

~

Max Range = 7m 47\\

Electronic
Lockset

4

Mifare
Credentials

S11040 Rev2



SAFEHINGE
PRIMERA
INTEGRATION OVERVIEW

The Hub wires into a door controller using the Wiegand protocol. This allows the reader element of the Electronic
Lockset to send the credential information to the door controller and access control system to be checked for access
rights. The Hub also requires a connection to the relay Common and Normally Open terminals. This output indicates
if the lockset can unlock and the length of time to remain open.

Access Granted and Access Denied

The Electronic lockset requires feedback from the access control system to provide an access granted or access
denied response to the end user.
» Access Granted - On access granted, the Electronic Lockset will see that the relay has triggered to provide a
green light for access granted and unlock the door.
» Access Denied - On access denied, the relay will not be triggered. For the Electronic Lockset to understand that
a card has been denied, a high signal must be read at the LED-R terminal. This can be achieved through a red
LED output on the controller, or if this is not an option, this could be a buzzer or an alternative connection that
creates a high signal output on an access denied event.

If the Electronic Lockset does not see the relay

event on access granted or a high signal at access Lockset LED -
denied, then the product will show a purple light.
This indicates an integration error and is shown by
the LED flashing purple for 2 seconds.
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CREDENTIALS
The Electronic Lockset is compatible with the following Mifare Credentials:
« Ultralight
« Classic 1K
« Classic 4K
- DESFire EV1 &EV2
«  Plus EVT
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SAFEHINGE
PRIMERA
EXAMPLE INTEGRATION - PAXTON NET2

The SHP Electronic Lockset was tested using 32bit MIFARE Classic 1k cards. The below conguration is based on a
site using the Electronic Lockset alongside any Paxton MIFARE readers. One Net2 Door Controller is required for
each Electronic Lockset.

Due to there being a dierence in how the Paxton readers and the Electronic Lockset read token numbers, each user
will need their card enrolled onto Net?2 twice. This may reduce the number of available user accounts on each Net2
database. Assuming each user has a single token, the maximum amount of users available on the database will
become 25,000 when using Net? Plus controllers.

One standard Desktop Reader (514-326), and one keyboard output Desktop Reader (214-326) are required to ensure
quick enrolment of tokens. The standard Desktop Reader will pick up the same number as the Electronic Lockset,
while the keyboard output Desktop Reader will read the number required for the Paxton MIFARE readers.

Wiring - Hub to Door Controller
Hub Paxton Net2 Door Controller

READER 1
RELAY Z‘RELAY 1=

READER 2

ETHERNET

Cable Shielding

connected to Door
Controller ground only
Hub Net?2 Door Controller
DO Data/DO
D1 Clock/D1
485-A Not used
485-B Not used
Reader
LED-R LED Red
LED-G LED Green
BZR Not used
GND Not used
12V 12V
Power
GND ov
COM COM
Lock Relay N.O. N.O.
N.C. Not used
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SAFEHINGE
PRIMERA

Software set up

In the Net2 Conguration Utility, under the “Wiegand” tab, change the “Desktop reader operating mode” to

“Wiegand”

The Net2 door setting should be congured as follows:

Reader Type - Wiegand reader

Keypad Type - None

Token data format - Wiegand 26 bit

v Net2 Access Control

W Met2 Access Control
[ Events
= Sg Users
_
U Accesslevels
0 Timezones
= B Dowms
i ACU:TI09114
ACL:7980496
AC1L:7980553
AC1L:7980600
AC1U:7980739
ACL:7380852
ACL:7980883
ACL:7980886
AC1:7934924
Door 1
@ Feparts
ffl- Met2 operators

I Y Y N Y Y Y O

Net2 actions

§ Open door
&) Log off

Net2 details

Door 01

Net2 documentation

b

»

ACU serial number; 07380737

Door narme
Droor group
[oor open time

Unlock the door during
Unlock relay 2 during

Reader details

Mame
Feader type
F.eypad type

Token data format
Operating mode

Fieader operating mode

Diuring thiz timezone:

Thiz reader will operate az:

Reader 1 IHeader2| Alarml Eventsl IntruderAIarmI Access rights

= O X
4 Opendoor | o New door =
Door 01 Apply
{hane) = Cancel
il
;1 zeconds e door
v
— |dentify
Only unlock the door once a user has been granted access —
[ Silent operation
Al o time
Croor 07 [In)
v
Mone -
‘wWiegand 26 bit | ) Mew format
|| Token anly I ~

[ Timed operating modes - This allows for different reader operation during a selected timezone.

Al day, every day

gﬁ? Inactive

Reader action - Thig iz what will happen when a valid access is granted.

lF!eIa_l,l‘I opens for door open time I_ ~

Token Enrolment Process

With both Desktop Readers connected, open the user prole you wish to assign the token to. Under the “Tokens” tab,
select “New token” and present the token to the rst Desktop Reader. Click OK, and repeat the process using the

second Desktop Reader. The user will now have 2 token numbers showing in their prole which will read on both the
Electronic Lockset and Paxton readers.
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EXAMPLE INTEGRATION - SALTO SPACE

SAFEHINGE
PRIMERA

Wiring - Hub to Door Controller

Hub

Salto CU4200 Door Controller

o] [o]]
mode: CU42EQ

Power Input: 12Voc-1A

12Vec Input ON B
GND A
12Vec Output (1) © O READRRT  ©
GND +
5 BUS485 O 5
- O READER2 5
) TAMPER O .
+ NC
- M_© O RU c
: N O e
o N3 O O R2 Nco
NC
N4 O O R3 c
Ns O @ 2——— 2
i Ne O 2O Ru o
Ethernet
10Base-T
100Base-TX

o)

Cable Shielding
connected to Door
Controller ground only

Hub Net2 Door Controller

DO IN5 +

D1 ING +

485-A Not used

485-B Not used
Reader

LED-R RL2 NO

LED-G Not used

BZR Not used

GND Not used

12V 12V
Power

GND oV

COM RL1 COM

Lock Relay N.O. RL2 NO
N.C. Not used

Software set up

Set up as a Wiegand reader.
Setrelay 1 as strike

Setrelay 2 as card read
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SAFEHINGE”
PRIMERA

Software set up

Controller Configuration

== _Door Controller (SALTO)

STATUS MONITORING

-

IDENTIFICATION

Name Description Address (DIP switch)
_Door Controller (SALTO) 0

Calendar

Calendar0000 v

CONNECTED TO ACCESS POINTS

CUA4200 gateway Access point count  Access point #1

Door Controller (SALTO) K v et %

(O Updating mode only (UBOX)

INPUTS

ID TYPE CONFIGURATION

READER 1 None

READER 2 None

IN1 None

IN2 None

IN3 None

IN4 None

IN5, IN6 Third party reader Wiegand, Access point #1, Entry

RELAYS

D TYPE CONFIGURATION

RL1 Strike Access point #1
RL2 Card rejected Access point #1
RL3 None
RL4 None

(> [
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SAFEHINGE
PRIMERA

Wiegand Set up

%8 Wiegand

IDENTIFICATION TRANSPORT

Name Type
Wiegand Wiegand

DATA

# | DESCRIPTION DIGIT FORMAT * NUMBER OF DIGITS BIT ORDER
A HEXADECIMAL MSB

Interface format Dt ok
MSB

Bit composition PAARAARAAAARAAARAAAAARAALD

Parity rule 1 J:9:0.0:0.0:9:9.8.9 0. 4. S

Parityrule? | ———mm——m—m—m 0:0:0.0.0.0.9.9.0.9:9.0:0}

Parity rule 3

Parity rule 4

> DELE 1 © aoncone
A
LSB

Credential ID

To add a credential to a user, add the card ID in Hex format into the ‘Authorisation code’.

IDENTIFICATION

Title First name Last name

Test

Authorization code
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EXAMPLE INTEGRATION - ASSA ABLOY INCEDO

SAFEHINGE
PRIMERA

Wiring - Hub to Door Controller
Hub

Cable Shielding
connected to Door
Controller ground only

Assa Abloy EAC-DM5

(IOICHIC)

/4

Hub Assa Abloy EAC-DM5
DO DO
D1 D1
485-A Not used
485-B Not used
Reader
LED-R Buzzer
LED-G LED Green
BZR Not used
GND Not used
12V 12V
Power
GND oV
COM COM
Lock Relay N.O. N.O.
N.C. Not used

Software set up

Set up as a Wiegand reader.
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EXAMPLE INTEGRATION - DORMAKABA EX0S 9300

SAFEHINGE

PRIMERA

Wiring - Hub to Door Controller
Hub

Manager

RS485 connection
to 9200 Access

P Power/RS-485

Dormakaba 9010

Cable Shielding
connected to Door
Controller ground only

©=0|| B5 AC/DC-
©-0|| B4 AC/DC+
0 Q|| B3 C
O 0|| B2 B
O @l B1 A
v
AWiegand 1/C Wiegand2 DI/O1
B8 GND IN5 O Q|| A8/C8 GND ©|| D8 GND IN6
B7 IN5 O Q|| A7/C7 +5V DC || D7 IN6
B6 GND IN1/2 AB6/C6 Vin ©|| D6 GND IN3/4
B5 IN2 A5/C5 Buzzer || D5IN4
B4 IN1 A4/C4 LED2 || D4 IN3
B3 OUT1:NC 13/C3 LED1 Q|| D3 OUT2:NC
B -i 2/C2 DATA1 ©|| D2 OUT2:NO
(]

\1/C1 DATAO D10uUT2:C

Hub Net?2 Door Controller
DO A2/C2 DATAO
D1 A1/C1 DATA1
485-A Not used
485-B Not used
Reader
LED-R A4/C4 LED2
LED-G A3/C3 LED1
BZR Not used
GND Not used
12V 12V
Power
GND ov
COM B1 OUT1:C
Lock Relay N.O. B2 OUT1:NO
N.C. Not used

Software set up

Set up as a Wiegand reader.

Direct support from Dormakaba is required to set up the reader profile.
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